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An anti-theft car protection system comprises a transmitter 
receiver for receiving a code of the key, an immobilizer unit 
for collating said code as received with a code as registered 
and transmitting an engine start permission signal to an 
engine control unit when said code as received coincides 
with said code as registered, and means, cooperating with 
said immobilizer unit, for removing repetition of key opera 
tion upon start of the engine. 
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1. 

ANT-THEFT CAR PROTECTION SYSTEM 

BACKGROUND OF THE INVENTION 

The present invention relates generally to an anti-theft car 
protection system and more particularly, to the anti-theft car 
protection system which adopts collation of an ID number of 
an ignition key. 

Various types of anti-theft car protection systems have 
been proposed in past years to prevent unfair unlocking of 
a key of a motor vehicle, etc. One is constructed such that 
an ID number of the key is transmitted when inserting the 
key into a key cylinder, and start of an engine is permitted 
only when the ID number coincides with a previously 
registered one. 
A problem encountered in the above conventional anti 

theft car protection system is such that if the engine is 
stopped for some reason after start with coincidence of the 
ID number, key collation is carried out again, taking time for 
restart of the engine. 

In view of such problem, JP-A 64-56248 proposes a 
system which, when the engine is stopped for some reason 
after start, key collation is not carried out upon restart of the 
engine. More concretely, the system is provided with a 
holding circuit for continuously holding an engine control 
unit for controlling start of the engine in a turn-on state, 
which is in operation once the engine is started, permitting 
start of the engine without key collation. 

In JP-A 64-56248, the holding circuit comprises a 
transistor, a relay, and a diode, which are connected to a CPU 
for controlling the entirety of the system and a main relay. 
Moreover, the holding circuit includes a battery, a key 
switch to be turned on when the key is operated to an 
ignition turn-on position, and an engine control unit. 

In this holding circuit, with coincidence of the ID number 
of the key, the CPU outputs a high-level signal to turn on the 
transistor. In that state, if the key is operated to an ignition 
turn-on position, the key switchis turned on to pass a current 
through a coil of the relay, which is also turned on. With the 
relay turned on, a current passes through a coil of the main 
relay, which is also turned on, so that the engine control unit 
is turned on to start the engine. 

In that state, even if the CPU outputs a low-level signal, 
the relay is maintained in a turn-on state due to the diode 
connected, and therefore, the main relay is also maintained 
in a turn-on state. That is, once the transistoris turned on, the 
engine control unit switches operation in accordance with 
turn-on/turn-off of the key switch regardless of a collation 
result of the key. 

In such a way, the system of JP-A 64-56248 is provided 
with the holding circuit by which key collation can be 
avoided upon restart of the engine. 
The holding circuit of JP-A 64-56248 serves to hold the 

relay in a turn-on state even if the CPU breaks down with the 
key operated to an ignition turn-on position. However, once 
the key is operated to an ignition turn-off position, holding 
of the relay by the holding circuit is released. Therefore, if 
the CPU malfunctions after ignition turn-off to output no 
signal to the holding circuit, start of the engine is not 
possible. That is, with the system of JP-A 64-56248, if the 
CPU malfunctions which carries out key collation, start of 
the engine is impossible even if the key is operated to an 
ignition turn-off position, then, to an ignition turn-on posi 
tion again. 

It is, therefore, an object of the present invention to 
provide an anti-theft car protection system which is free of 
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2 
the above drawback, and ensures start of the engine without 
repetition of key operation and inconvenience with respect 
to the system itself as long as the key as applied is a formal 
OC. 

SUMMARY OF THE INVENTION 

According to one aspect of the present invention, there is 
provided an anti-theft car protection system for a motor 
vehicle having an engine, an engine control unit and a key, 
comprising: 
means for receiving a code of the key transmitted there 

from; 
means for collating said code as received with a code as 

registered, and transmitting an engine start permission 
signal to the engine control unit when said code as 
received coincides with said code as registered; and 

means, cooperating with said code collating means, for 
removing repetition of key operation upon start of the 
engine. 

According to another aspect of the present invention, 
there is provided a method of protecting a motor vehicle 
from a theft, the motor vehicle having an engine, a key, an 
engine control unit and an immobilizer unit, the method 
comprising the steps of: 

receiving a code of the key transmitted therefrom; 
collating said code as received with a code as registered; 
transmitting an engine start permission signal to the 

engine control unit when said code as received coin 
cides with said code as registered; and 

removing repetition of key operation upon start of the 
engine. 
BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram showing a first preferred 
embodiment of an anti-theft car protection system according 
to the present invention; 

FIG. 2A is a view similar to FIG. 1, showing a transmitter 
receiver arranged in a motor vehicle; 

FIG. 2B is a view similar to FIG. 2A, showing a tran 
sponder built in a key; 

FIG. 3 is a view similar to FIG. 2B, showing connection 
between input and output terminals of the transmitter 
receiver, an immobilizer control unit, and an engine control 
unit; 

FIG. 4 is a flowchart showing operation of the immobi 
lizer control unit upon ignition turn-on; 

FIG. 5 is a view similar to FIG. 4, showing operation of 
the engine control unit upon ignition turn-on; 

FIG. 6 is a view similar to FIG. 5, showing operation of 
the immobilizer control unit upon ignition turn-off; 

FIG. 7 is a view similar to FIG. 6, showing operation of 
the engine control unit upon ignition turn-off; 

FIG. 8 is a view similar to FIG. 3, showing a second 
preferred embodiment of the present invention; 

FIG. 9 is a perspective view illustrating a key; 
FIG. 10 is a view similar to FIG. 7, showing operation of 

the engine control unit of FIG. 8; 
FIG. 11 is a view similar to FIG. 10, showing operation 

of the engine control unit subsequent to FIG. 10; 
FIG. 12 is a view similar to FIG. 11, showing a third 

preferred embodiment of the present invention; 
FIG. 13 is a view similar to FIG. 8, showing a fourth 

preferred embodiment of the present invention; 
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FIG. 14 is a view similar to FIG. 9, illustrating the key; 
FIG. 15 is a view similar to FIG. 12, showing an operation 

permission processing program of the engine control unit; 
FIG. 16 is a view similar to FIG. 15, showing an engine 

stop processing program of the engine control unit; 
FIG. 17 is a view similar to FIG. 16, showing an ID 

collation processing program of the immobilizer unit; 
FIG. 18 is a view similar to FIG. 17, showing a connector 

disconnection interrupt routine of the engine control unit; 
FIG. 19 is a view similar to FIG. 18, showing a connector 

connection interrupt routine of the engine control unit; 
FIG. 20 is a view similar to FIG. 14, illustrating a motor 

vehicle to which a fifth preferred embodiment of the present 
invention is applied; 

FIG. 21 is a view similar to FIG. 13, showing a fifth 
preferred embodiment of the present invention; 

FIG. 22 is a view similar to FIG. 19, showing a remote 
locking/unlocking control processing carried out between a 
portable equipment and a locking/unlocking and alarm con 
trol unit; 

FIG. 23 is a view similar to FIG. 22, showing an alarm 
control processing of the locking/unlocking and alarm con 
trol unit; and 

FIG. 24 is a view similar to FIG. 23, showing an engine 
start processing. 

DEALED DESCRIPTION OF THE 
INVENTION 

Referring to the drawings, preferred embodiments of an 
anti-theft car protection system will be described. 

FIGS. 1-7 show a first embodiment of the present inven 
tion. Referring to FIG. 1, an anti-theft car protection system 
comprises a key 1 having a transponder 11 built therein for 
ensuring transmission/receiving with respect to a vehicular 
antenna 2. Referring to FIG. 2B, the transponder 11 com 
prises a charge converter 101 for accumulating in a 
capacitor, not shown, radio waves derived from the vehicu 
lar antenna 2 and received by a key antenna 12 in the form 
of an electric charge, an EEPROM 102 for storing the ID 
number of the key 1, and a controller 103 for controlling 
read-out of the ID number, transmission/receiving of radio 
waves with respect to a motor vehicle, etc. 

Referring again to FIG. 1, a transmitter-receiver 3 is 
provided for ensuring transmission/receiving with respect to 
the key 1. Referring to FIG. 2A, the transmitter-receiver 3 
comprises a transmission/receiving switch 31 for switching 
transmission/receiving of radio waves, a capacitor 33 for 
accumulating received radio waves in the form of an electric 
charge, a demodulator 34 for demodulating received waves, 
and a transmission controller 35 for controlling a timing of 
transmit of radio waves, etc. 

Referring again to FIG. 1, an immobilizer control unit 4 
is provided for detecting whether or not the ID number of the 
key 1 coincides with a previously registered code. The 
immobilizer control unit 4 carries out key collation when the 
key 1 is operated to an ignition turn-on position, and 
transmits, when the ID number coincides with the code, an 
engine start permission signal to an engine control unit 5. 
The engine control unit 5 starts an engine, not shown, when 
receiving the engine start permission signal from the immo 
bilizer control unit 4. 

FIG. 3 is a block diagram showing connection between 
input and output terminals of the transmitter-receiver 3, the 
immobilizer control unit 4, and the engine control unit 5 as 
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4 
shown in FIG. 1. Referring to FIG. 3, the transmitter 
receiver 3 and the immobilizer control unit 4 are intercon 
nected by a power source terminal B, a ground terminal 
GND, a terminal TX of transmit data to the key 1, and a 
terminal RX of receive data from the key 1. The immobilizer 
control unit 4 and the engine control unit 5 are intercon 
nected by a terminal TX of a start signal from the immobi 
lizer control unit 4 and a terminal RX of an engine start state 
signal from the engine control unit 5. The immobilizer 
control unit 4 is provided with a terminal BAT of a source 
voltage from a battery, not shown, a terminal ACC of an 
ACC switch to be turned on when the key 1 is operated to 
an accessory position, a terminal IGN of an IGN switch to 
be turned on when the key 1 is operated to an ignition 
turn-on position, and a terminal ST of a ST switch to be 
turned on when the key 1 is operated to a start position. 

Referring to FIGS. 1-7, operation of the first embodiment 
will be described 

FIG. 4 is a flowchart showing operation of the immobi 
lizer control unit 4 when the key 1 is operated to an ignition 
turn-on position. 

Referring to FIG. 4, at a step S1, the vehicular antenna 2 
transmits radio waves of, e.g. 120 kHz to the key 1. The 
radio waves are received by the key antenna 12, and input 
to the charge converter 101 of the transponder 11 for 
rectification, which are then accumulated in the capacitor in 
the form on an electric charge. The charge converter 101 
converts an accumulated charge into a voltage which is 
supplied to power source terminals B of the EEPRM 102 and 
the controller 103. The controller 103 transmits an ID 
number read out of the EEPROM 102 to the charge con 
verter 101 which in turn transmits the ID number to the 
vehicular antenna 2. 

At a step S2, the ID number transmitted from the key 1 is 
received. That is, the ID number is read which is received by 
the vehicular antenna 2, and demodulated by the demodu 
lator 84 of the transmitter-receiver 3. 
At a step 3. it is determined whether or not the ID number 

transmitted from the key 1 corresponds to a previously 
registered one. If determination is affirmative, control pro 
ceeds to a step S4 where a code indicative of an engine start 
permission signal is transmitted to the engine control unit 5. 
The code indicative of an engine start permission signal is 
transmitted from the engine control unit 5 to the immobilizer 
control unit 4 as will be described later. 
On the other hand, at the step S3, if determination is 

negative, control proceeds to a step S5 where a code 
indicative of an engine start prohibition signal is transmitted 
to the engine control unit 5. The code indicative of an engine 
start prohibition signal is also transmitted from the engine 
control unit 5 to the immobilizer control unit 4. 

FIG. 5 is a flowchart showing operation of the engine 
control unit 5 when the key 1 is operated to an ignition 
turn-on position. Referring to FIG. 5, at a step S11, it is 
determined whether or not a collation result OK flag is set. 
The collation result OKflag is a flag indicative that the code 
transmitted from the immobilizer control unit 4 coincides 
with the code indicative of an engine start permission signal, 
and set when the former code coincides with the latter code. 
A value of the collation result OK flag is stored in an 
EEPROM, not shown, of the engine control unit 5. 
At the step S11, if determination is negative, control 

proceeds to a step S12 where the code transmitted from the 
immobilizer control unit 4 is received. At a subsequent step 
S13, it is determined whether or not the received code 
corresponds to the code indicative of an engine start per 
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mission signal. If determination is affirmative, control pro 
ceeds to a step S14 where engine start control is carried out, 
then, it comes to an end. 
On the other hand, at the step S13, if determination is 

negative, control proceeds to a step S15 where engine stop 
control is carried out, then, it comes to an end. 
At the step S11, if determination is affirmative, control 

proceeds to the step S14. That is, when the collation result 
OK flag is already set, an engine is started regardless of a 
code collation result. 
The above operation of the immobilizer control unit 4 and 

the engine control unit 5 upon ignition turn-on will be 
described in brief. The immobilizer control unit 4 collates 
the ID number transmitted from the key 1 with the previ 
ously registered number. If the former number coincides 
with the latter number, the immobilizer control unit 4 
transmits the code indicative of an engine start permission 
signal to the engine control unit 5. The engine control unit 
5 determines whether or not the code indicative of an engine 
start permission signal is received. If determination is 
affirmative, the collation result OK flag to be stored in the 
EEPROM is set. On the other hand, when the collation result 
OK signal is already set upon ignition turn-on, the engine 
control unit 5 permits engine start without detecting the code 
from the immobilizer control unit 4. 

In such a way, if the collation result OK flag is set, engine 
start is permitted regardless of a key collation result. In case 
that the immobilizer control unit 4 or the engine control unit 
5 malfunctions after the key collation result is affirmative, 
the engine is started in accordance with a result of conven 
tional mechanical key collation such as comparison of a key 
shape, etc. regardless of a result of electrical key collation 
ensured by the immobilizer control unit 4. 

FIG. 6 is a flowchart showing operation of the immobi 
lizer control unit 4 when the key 1 is operated to an ignition 
turn-off position. 

Referring to FIG. 6, at a step S21, the code is received 
which is indicative of an engine start permission signal 
transmitted from the engine control unit 5. The received 
code is used upon subsequent ignition turn-on. That is, when 
transmitting an engine start permission signal to the engine 
control unit 5, the code received at the step S21 is trans 
mitted to the engine control unit 5. At a subsequent step S22. 
the code received at the step S21 is returned to the engine 
control unit 5, and control comes to and end. 
The reason why the code received once is returned to the 

engine control unit 5 in such a way is to determine through 
transmission/receiving of the code whether or not commu 
nication between the immobilizer control unit 4 and the 
engine control unit 5 is carried out correctly. 

FIG. 7 is a flowchart showing operation of the engine 
control unit 5 when the key 1 is operated to an ignition 
turn-off position. 

Referring to FIG. 7, at a step S31, a variable N is 
initialized to 0. The variable N serves to measure the number 
of times of execution of control at a step S33 as will be 
described later. At a subsequent step S32, a new code 
indicative of an engine start permission signal is transmitted 
to the immobilizer control unit 4. The reason why the new 
code indicative of an engine start permission signal is 
transmitted every ignition turn-off is to increase an anti-theft 
performance by changeability of the code indicative of an 
engine start permission signal. 
At the step S33, the code is received which is transmitted 

from the immobilizer control unit 4. At a subsequent step 
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S34, it is determined whether or not the received code 
coincides with the code transmitted at the step S32. If 
determination is affirmative, control proceeds to a step S35 
where the collation result OK flag stored in the EEPROM of 
the engine control unit 5 is reset, and it comes to an end. 

At the step S34, if determination is negative, control 
proceeds to a step S36 where 1 is added to the variable N. 
At a subsequent step S37, it is determined whether or not the 
variable N is greater than a predetermined threshold value L. 
If determination is negative, control returns to the step S32, 
whereas if determination is affirmative, control comes to an 
end. 
The above operation of the immobilizer control unit 4 and 

the engine control unit 5 upon ignition turn-off will be 
described in brief. The engine control unit 5 transmits the 
new code indicative of an engine start permission signal to 
the immobilizer control unit 4. When receiving the new 
code, the immobilizer control unit 4 returns it to the engine 
control unit 5. The engine control unit 5 determines whether 
or not the returned code coincides with the code transmitted 
to the immobilizer control unit 4. If determination is 
affirmative, the collation result OK flag is reset which is 
stored in the EEPROM of the engine control unit 5. On the 
other hand, if determination is negative, control of coinci 
dence determination is repeatedly carried out L times. With 
all repetition, if the returned code does not coincide with the 
code transmitted to the immobilizer control unit 4, control 
comes to an end. 

In such a way, the engine control unit 5 transmits every 
ignition turn-off the new code indicative of an engine start 
permission signal to the immobilizer control unit 4, resulting 
in a further improvement of an anti-theft performance. 
Further, when the engine control unit 5 transmits the code to 
the immobilizer control unit 4, the immobilizer control unit 
4 returns the code to the engine control unit 5 to check 
whether or not the code is transmitted correctly. If the code 
is not transmitted correctly, it is determined that the immo 
bilizer control unit 4 or the engine control unit 5 malfunc 
tions. Thus, malfunction of the immobilizer control unit 4 or 
the engine control unit 5 can be detected quickly and easily. 

Moreover, when the code is not transmitted correctly, the 
collation result OKflag stored in the EEPROM of the engine 
control unit 5 is maintained in a set state, so that upon 
subsequent ignition turn-on, the engine can be started in 
accordance with a result of mechanical key collation without 
carrying out electrical key collation in the immobilizer 
control unit 5. 

Thus, even if impossible normal communication or 
so-called system anomaly occurs in any of the key 1, 
vehicular antenna 2, transmitter-receiver 3, immobilizer 
control unit 4, and engine control unit 5 after key collation 
is OK, the engine can be started. It is noted that "impossible 
normal communication" corresponds to impossible normal 
transmission of the ID number of the key 1, the code 
indicative of an engine start permission signal and the 
collation result OK flag, impossible normal execution of 
read and write of a memory such as EEPROM, etc. 
On the other hand, when the code is transmitted correctly, 

the collation result OK flag is reset, then, key collation is 
carried out again upon ignition turn-on, fulfilling the func 
tion of the anti-theft car protection system. 
At the steps S33, S34 as shown in FIG. 7, it is determined 

that malfunction of the immobilizer control unit 4 or the 
engine control unit 5 occurs when the code which the engine 
control unit 5 transmits to the immobilizer control unit 4 
does not coincide with the code which the latter unit 4 
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returns to the former unit 5. However, control as shown in 
FIG.7 is not limitative as means for detecting whether or not 
the immobilizer control unit 4 or the engine control unit 5 
malfunctions. 

Moreover, the condition of resetting the collation result 
OKflag is not limited to when determination at the step S88 
as shown in FIG. 7 is affirmative. By way of example, the 
collation result OK flag may be reset when an external 
diagnostic device provides an initializing signal after 
replacement or repair of a failed portion. 

FIGS. 8-11 show a second embodiment of the present 
invention. Referring to FIG. 8, the anti-theft car protection 
system comprises a transponder 201, an antenna unit 202, an 
immobilizer unit 203, and an engine control unit 205. 

Referring also to FIG. 9, the transponder 201 is embedded 
in a head portion 204a of a key 204, and is provided with a 
nonvolatile memory 211 such as EEPROM in which an ID 
number of the key 204 is previously stored, a control circuit 
212 for controlling communication with the antenna unit 
202, and an interface 214 for ensuring communication with 
the antenna unit 202 through an antenna 213. The interface 
214 includes a capacitor, and serves to receive and rectify 
pulse-signal waves of a predetermined frequency, which is 
accumulated in the capacitor so as to serve as a power upon 
ID number transmission. When receiving pulse-signal 
waves of a predetermined frequency from the antenna unit 
202, the control circuit 212 reads the ID number out of the 
memory 211 by using a power of pulse-signal waves, which 
is transmitted to the antenna unit 202 of the motor vehicle 
through the interface 214. 
The antenna unit 202 is arranged in an ignition key 

cylinder, not shown, of the motor vehicle, and is provided 
with an oscillator 222 for generating a pulse signal of a 
predetermined frequency to be transmitted to the transpon 
der 201, an amplifier 223 for amplifying a signal received 
from the transponder 201, a demodulator 224 for demodu 
lating the received signal to the ID number, a switch 225 for 
connecting the oscillator 222 to the antenna 221 upon signal 
transmission, and the amplifier 223 to the antenna 221 upon 
signal receiving, a control circuit 226 for controlling com 
munication with the transponder 201 in accordance with a 
command out of the immobilizer unit 203, and an interface 
227 for ensuring communication with the immobilizer unit 
203. When receiving a power transmission command out of 
the immobilizer unit 223 through the interface 227, the 
control circuit 226 changes the switch 225 to a contact Tso 
as to transmit to the transponder 201 through the antenna 
221 a pulse signal of a predetermined frequency generated 
by the oscillator 222 during a predetermined period of time. 
This transmission time is determined to be sufficient for 
accumulating a transmission power in the interface 214 of 
the transponder 201. As soon as transmission is completed, 
the switch 225 is changed to a contact R so as to receive 
signal waves transmitted by the transponder 201, which are 
amplified by the amplifier 223, and demodulated to the ID 
number through the demodulator 224. 
The immobilizer unit 203 comprises a microcomputer, not 

shown, and peripheral parts such as a nonvolatile memory 
231 interfaces 232, 233, etc., and serves to ensure commu 
nication with the antenna unit 202 through the interface 233 
in response to an ID collation request out of the engine 
control unit 205, and read the ID number of the key 204 
through the antenna unit 202, which is collated with that one 
as previously registered in the memory 281. Moreover, the 
immobilizer unit 208 ensures communication with the 
engine control unit 205 through the interface 282 so as to 
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transmit a collation result of the ID number in response to an 
ID collation request of the engine control unit 205. 
The engine control unit 205 comprises a microcomputer, 

not shown, and peripheral parts such as an interface 251, a 
switch 252, etc., and serves to carry out start, stop and speed 
adjusting of an engine, not shown, and ensure communica 
tion with the immobilizer unit 203 through the interface 251 
to request ID number collation and receive a result thereof. 
When receiving an ID noncoincidence signal from the 
immobilizer unit 203, the engine control unit 205 stops not 
only operation of a fuel supply system, not shown, for 
supplying fuel to the engine, but operation of an ignition 
controller, not shown, for carrying out ignition control of the 
engine, thus stopping the engine. Ordinarily, the engine 
control unit 205 closes the switch 252 to permit activation of 
a starter drive circuit 206 for starting the engine, whereas 
when it is determined that normal start operation of the 
engine is not carried out as will described later, the engine 
control unit 205 opens the switch 252 to prevent activation 
of the starter drive circuit 206, thus prohibiting start of the 
engine, 

Connected to the engine control unit 205 are a switch 253 
which is closed when the key 204 is set to an engine start 
position ST, and a speed detector 254 for detecting a crising 
speed V of the motor vehicle. 
Communication between the immobilizer unit 203 and 

the engine control unit 205 with regard to D collation is 
ensured in accordance with the following procedure: 

1) ID collation request 
When detecting through the switch 253 that engine start 

operationis made by the key 204, the engine control unit 205 
actuates a starter, fuel supply system, and ignition controller 
to start the engine, and transmits an ID collation request 
signal to the immobilizer unit 203. 

2) ID coincidence/noncoincidence signal 
When receiving an ID collation request signal from the 

engine control unit 205, the immobilizer unit 203 reads the 
ID number from the transponder 201 of the key 204 through 
the antenna unit 202, which is collated with that one as 
previously registered. In connection with a collation result, 
the immobilizer unit 203 transmits an ID coincidence signal 
or ID noncoincidence signal to the engine control unit 205. 
When receiving an ID noncoincidence signal from the 

immobilizer unit 203, the engine control unit 205 stops 
immediately the fuel supply system and the ignition con 
troller as described above, stopping the engine. 
On the other hand, when receiving an ID coincidence 

signal, the engine control unit 205 confirms whether or not 
the immobilizer unit 203 itself is formal in accordance with 
the following procedure without immediately carrying out 
engine operation permission processing: 

3) Rolling code transmission request 
The engine control unit 205, which received an ID coin 

cidence signal from the immobilizer unit 203, requests 
transmission of a rolling code from the immobilizer unit 
203. This rolling code is set by the engine control unit 205 
upon previous engine stop, and is transmitted to the immo 
bilizer unit 203 for store in the memory 231. 

4) Transmission of rolling code 
The immobilizer unit 203, which received a rolling code 

transmission request from the engine control unit 205, 
transmits to the engine control unit 205 the rolling code 
received from the engine control unit 205 upon previous 
engine stop and stored in the memory 231. 
The engine control unit 205, which received the rolling 

code from the immobilizer unit 203, collates the rolling code 
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with that one transmitted to the immobilizer unit 203 upon 
previous engine stop. If the two coincide, the engine control 
unit 205 determines that the immobilizer unit 203 itself is 
formal, and proceeds to engine operation permission pro 
cessing. On the other hand, if the two do not coincide, the 
engine control unit 205 determines that the immobilizer unit 
203 or the engine control unit 205 is replaced through atheft, 
and proceeds immediately to the above engine stop 
processing, and engine start prohibition processing. 

Therefore, a rolling code signal which the immobilizer 
unit 203 transmits to the engine control unit 205 constitutes 
Substantially an engine operation permission signal, and is 
referred hereafter to as operation permission signal. 

It is noted that the operation permission signal is a signal 
for permitting continuous operation of the engine which is in 
operation, and not a signal for permitting start of the engine 
which is at a standstill. 

It is also noted that the ID noncoincidence signal is a 
signal for stopping the engine which is in operation, and not 
a signal for prohibiting start of the engine which is at a 
standstill. A method of stopping engine operation is not 
limited to a method of stopping operation of the fuel supply 
system, and a method of stopping operation of ignition 
controller. 

It is also noted that engine start permission means that 
start of the engine which is at a standstill is permitted, and 
that engine start prohibition means that start of the engine 
which is at a standstill is prohibited. These engine start 
permission and prohibition are invalid for the engine which 
is already in operation. 
The starter drive circuit 206 is a circuit for actuating, 

when the key 204 is set to the engine start position ST, a 
starter motor 264 so as to start the engine. The switch 252 
is ordinarily closed to permit engine start, so that when 
closing an ignition start switch 262, a current passes from a 
battery BAT to a relay coil 263c through a fuse 261, turning 
on a relay 263. Thus, a relay contact 263a is closed to supply 
a power from the battery BAT to the starter motor 264 
through the fuse 261, ignition start switch 262, and relay 
contact 263a, actuating the starter motor 264. As described 
above, when determining that normal start operation of the 
engine is not carried out, the engine control unit 205 opens 
the switch 252, so that the relay 263 is turned off to open the 
relay contact 263a, preventing actuation of the starter motor 
264. Therefore, the engine cannot be started. 

FIGS. 10 and 11 are flowcharts showing operation of the 
engine control unit 205. Referring to FIGS. 10 and 11, 
operation of the second embodiment will be described. 
When the switch 253 is closed through engine start 

operation by the key 204, the engine control unit 205 starts 
control as shown in FIGS. 10 and At a step S101, a counter 
is incremented which counts a number of times that the 
switch 253 is closed, i.e. a number of times Lof engine start 
operation by the key 204, then, control proceeds to a step 
S102 where it is determined whether or not the cruising 
speed V of the motor vehicle detected by the speed detector 
254 is greater than a predetermined speed M (km/h). If the 
cruising speed V is greater than the predetermined speed M, 
control proceeds to a step S103, whereas if not, control 
proceeds to a step S104. When the cruising speed V is 
greater than the predetermined speed M. it is determined at 
the step S103 whether or not the count number L of the 
counter is equal to or greater than a predetermined number 
Lo, i.e. the number of times L of engine start operation by 
the key 204 comes to the predetermined number Lo. If 
L2Lo, control proceeds to a step S111, whereas if not, 
control comes to an end. 
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On the other hand, at the step S102, if it is determined that 

the cruising speedVis smaller than the predetermined speed 
M, control proceeds to a step S104 where the ID collation 
request signal is transmitted to the immobilizer unit 208. At 
a subsequent step S105, it is determined whether or not the 
rolling code or operation permission signal is received from 
the immobilizer unit 203. If the operation permission signal 
is received, control proceeds to a step S109, whereas if not, 
control proceeds to a step S106. 
When the immobilizer unit 203 transmits the ID nonco 

incidence signal in connection with an ID collation request, 
it is determined that engine start operation was carried out by 
the key 204 with the ID number not registered, so that at the 
step S106, a counter is incremented which counts a number 
of times N of noncoincidence of the ID number, and control 
proceeds to a step S107. At the step S107, it is determined 
whether or not the count number N of the counter is equal 
to or greater than a predetermined number No, i.e. the 
number of times N of noncoincidence of the ID number 
comes to the predetermined number No. If NeNo, control 
proceeds to the step S111, whereas if not, control proceeds 
to a step S108. 
At the step S108, due to receiving of the ID noncoinci 

dence signal, the fuel supply system and the ignition con 
troller are stopped to stop the engine which is in operation. 
On the other hand, when receiving the operation permis 

sion signal from the immobilizer unit 203, it is determined 
that the key 204 used for engine start operation is a regis 
tered key, and that the immobilizer unit 203 is formal, so that 
at the step S109, the count numbers N. L are reset to 0. At 
a subsequent step S110, engine operation is permitted. 
When the cruising speed V is greater than the predeter 

mined speed M, and the number of times L of engine start 
operation comes to the predetermined number Lo, or when 
the number of times N of noncoincidence of the ID number 
comes to the predetermined number No, it is determined that 
normal start operation of the engine is not carried out, so that 
at the step S111, engine start is prohibited. That is, as 
described above, the switch 252 is opened to prohibit 
actuation of the starter motor 264. It is noted that at that time, 
operation of the fuel supply system and the ignition con 
troller may be stopped simultaneously. At a subsequent step 
S112, an ID collation request to the immobilizer unit 203 is 
stopped to stop ID number collation by the immobilizer unit 
203, 
At a subsequent step S113, it is determined whether or not 

prohibition of engine start and stop of D number collation 
are continued during T hours. If T hours elapse, control 
proceeds to a step S114, whereas if not, control returns to the 
step S111. When prohibition of engine start and stop of ID 
number collation are continued during T hours, at the step 
S114, not only the count numbers N, L are reset to 0, but the 
switch 252 is closed, and control comes to an end. Thus, 
prohibition of engine start and stop of ID collation are 
released after Thours, permitting engine start operation by 
the key 204 again. 

In such a way, with the anti-theft car protection system 
which gives priority to engine start up to completion of ID 
number collation, when detecting the cruising speed over a 
predetermined speed, and having the number of times of 
engine start operation equal to a predetermined number, not 
only ID number collation is stopped, but engine start is 
prohibited during a predetermined period of time, resulting 
in prevention of wastefully consumed power of the battery 
by repetition of engine start due to the use of a key other than 
the formal key such as a sub key, and improvement of the 
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anti-theft performance due to stop of ID number collation 
during a predetermined period of time. 

Moreover, with the anti-theft car protection system which 
gives priority to engine start up to completion of ID number 
collation, when having the number of times of noncoinci 
dence of the ID number equal to a predetermined number, 
not only ID number collation is stopped, but engine start is 
prohibited during a predetermined period of time, resulting 
in the same effect as described above. 

FIG. 12 shows a third embodiment of the present inven 
tion. In the second embodiment, in order to avoid a waiting 
of engine start up to completion of ID number collation, 
engine start has priority up to completion of ID number 
collation, and engine operation permission or stop is carried 
out in accordance with a collation result upon completion of 
ID number collation. On the other hand, in the third 
embodiment, engine start is not permitted up to completion 
of ID number collation at the sacrifice of startability of the 
engine, and engine start permission or prohibition is carried 
out in accordance with a collation result upon completion of 
ID number collation. 
The structure of the third embodiment is substantially the 

same as that of the second embodiment as shown in FIGS. 
8 and 9. 

In the third embodiment, the engine control unit 205 
opens the switch 252 ordinarily, and closes it when receiving 
an engine operation permission signal from the immobilizer 
unit 203. That is, the engine control unit 205 prohibits 
actuation of the starter motor 264 until the immobilizer unit 
208 transmits an engine operation permission signal. 

FIG. 12 is a flowchart showing operation of the engine 
control unit 205. Referring to FIG. 12, operation of the third 
embodiment will be described. 
When the switch 253 is closed through engine start 

operation by the key 204, the microcomputer of the engine 
control unit 205 starts control as shown in FIG. 12. At a step 
S121, even if the key 204 is turned to the engine start 
position ST, engine start is prohibited with the switch 252 
opened. As described above, in the third embodiment, since 
the engine control unit 205 does not close the switch 252 up 
to receiving of an engine operation permission signal, and 
actuation of the starter motor 264 is prohibited, the engine 
is not started. It is noted that at that time, the fuel supply 
system and the ignition controller may be stopped simulta 
neously. 
At a step S122, an ID collation request signal is trans 

mitted to the immobilizer unit 203, and at a subsequent step 
S123, it is determined whether or not the rolling code or 
engine operation permission signal is received form the 
immobilizer unit 203. When the engine operation permis 
sion signal is received from the immobilizer unit 203, 
control proceeds to a step S124, whereas if not, control 
proceeds to a step S127. 
When the engine operation permission signal is received 

from the immobilizer unit 203, it is determined that the key 
204 used for engine start operation is a registered key, and 
that the immobilizer unit 203 is formal, and the count 
number N of the counter for counting a number of times of 
noncoincidence of the ID number is reset to 0. At a subse 
quent step S125, the switch 252 is closed to allow actuation 
of the starter motor 264, permitting engine start. Then, 
control comes to an end. 
On the other hand, when receiving an ID noncoincidence 

signal, at the step S127, the count number N of the counter 
is incremented, and at a subsequent step S128, it is deter 
mined whether or not the count number N comes to the 
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predetermined number No, i.e. the number of times N of 
noncoincidence of comes to the predetermined number No. 
If N2No, control proceeds to a step S129, whereas if not, 
control comes to an end. 
When the ID noncoincidence number N comes to the 

predetermined number No, at the step S129, an ID collation 
request to the immobilizer unit 203 is stopped to stop ID 
collation by the immobilizer unit 203. At a subsequent step 
S130, it is determined whether or not stop of ID collation is 
continued during Thours. If Thours elapse, control proceeds 
to a step S131, whereas if not, control returns to the step 
S129. When stop of ID collation is continued during Thours, 
at the step S131, the count number N is reset to 0, and 
control comes to an end. 

In such a way, with the anti-theft car protection system 
which prohibits engine start up to completion of ID number 
collation, when having the number of times of noncoinci 
dence of ID number equal to a predetermined number, ID 
number collation is stopped during a predetermined period 
of time, resulting in prevention of wastefully consumed 
power of the battery by repetition of engine start due to the 
use of a key other than the formal key such as a subkey, and 
improvement of the anti-theft performance due to stop of ID 
number collation during a predetermined period of time. 

FIGS. 13-19 show a fourth embodiment of the present 
invention. Referring to FIG. 13, the alit-theft car protection 
system comprises a transponder 301, an antenna unit 302, an 
immobilizer unit 303, an engine control unit 305, and a 
connector 306. 

Referring also to FIG. 14, the transponder 301 is embed 
ded in aheadportion 304a of a key 304, and is provided with 
a nonviolatile memory 311 such as EEPROM in which an ID 
number of the key 304 is previously stored, a control circuit 
312 for controlling communication with the antenna unit 
302, and an interface 314 for ensuring communication with 
the antenna unit 302 through an antenna 313. The interface 
314 includes a capacitor, and serves to receive and rectify 
pulse-signal waves of a predetermined frequency, which is 
accumulated in the capacitor so as to serve as a power upon 
ID number transmission. When receiving pulse-signal 
waves of a predetermined frequency from the antenna unit 
302, the control circuit 312 reads the ID number out of the 
memory 311 by using a power of pulse-signal waves, which 
is transmitted to the antenna unit 302 of the motor vehicle 
through the interface 314. 
The antenna unit 302 is arranged in an ignition key 

cylinder, not shown, of the motor vehicle, and is provided 
with an oscillator 322 for generating a pulse signal of a 
predetermined frequency to be transmitted to the transpon 
der 301, an amplifier 323 for amplifying a signal received 
from the transponder 301, a demodulator 324 for demodu 
lating the received signal to the ID number, a switch 325 for 
connecting the oscillator 322 to the antenna 321 upon signal 
transmission, and the amplifier 323 to the antenna 321 upon 
signal receiving, a control circuit 326 for controlling com 
munication with the transponder 301 in accordance with a 
command out of the immobilizer unit 303, and an interface 
327 for ensuring communication with the immobilizer unit 
303. When receiving a power transmission command out of 
the immobilizer unit 323 through the interface 327, the 
control circuit 326 changes the switch 325 to a contact T so 
as to transmit to the transponder 301 through the antenna 
321 a pulse signal of a predetermined frequency generated 
by the oscillator 322 during a predetermined period of time. 
This transmission time is determined to be sufficient for 
accumulating a transmission power in the interface 314 of 
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the transponder 301. As soon as transmission is completed, 
the switch 325 is changed to a contact R so as to receive 
signal waves transmitted by the transponder 301, which are 
amplified by the amplifier 323, and demodulated to the ID 
number through the demodulator 324. 
The immobilizer unit 303 comprises a microcomputer 334 

and peripheral parts such as a nonvolatile memory 331, 
interfaces 332, 333, etc., and serves to ensure communica 
tion with the antenna unit 302 through the interface 333 in 
response to an ID collation request out of the engine control 
unit 305, and read the ID number of the key 304 through the 
antenna unit 302, which is collated with that one as previ 
ously registered in the memory 331. Moreover, the immo 
bilizer unit 303 ensures communication with the engine 
control unit 305 through the interface 332 so as to transmit 
a collation result of the ID number in response to an ID 
collation request of the engine control unit 305. 
The engine control unit 305 is provided with a micro 

computer 352, peripheral parts such as an interface 351 and 
a memory 353, an auxiliary power source capacitor 354, 
etc., and serves to carry out start, stop and speed adjusting 
of an engine, not shown, and ensure communication with the 
immobilizer unit 303 through the interface 351 to request ID 
number collation and receive a result thereof. When receiv 
ing an ID noncoincidence signal from the immobilizer unit 
808, the engine control unit 805 stops not only operation of 
a fuel supply system, not shown, for supplying fuel to the 
engine, but operation of an ignition controller, not shown. 
for carrying out ignition control of the engine, thus stopping 
the engine. 

Connected to the engine control unit 305 are the connec 
tor 306 for supplying a power out of a battery BAT, a switch 
371 which is closed when the key 304 is setto an engine start 
position ST, and a switch 372 which is closed when the key 
304 is set to an engine operation position ON or the engine 
start position ST. Upon disconnection of the connector 306, 
the auxiliary power source capacitor 354 supplies a power to 
the engine control unit 305 during a predetermined period of 
time so as to continue operation thereof. Arranged in the 
connector 306 is a jumper 361 for short-circuiting terminals 
A and B on the side of the engine control unit 305. When the 
connector 306 is connected to the engine control unit 305, 
the terminals A and B are short-circuited by the jumper 361, 
whereas when the connector 306 is disconnected therefrom, 
the terminals A and B are opened. The terminals A, B are 
connected to the microcomputer 352. When the terminals A 
and B are opened, the microcomputer 352 undergoes an 
interrupt, executing an interrupt routine as will be described 
later. 
Communication between the immobilizer unit 303 and 

the engine control unit 305 with regard to ID collation is 
ensured in accordance with the following procedure: 

1) ID collation request 
When detecting through the switch 371 that engine start 

operation is made by the key 304, the engine control unit 305 
actuates a starter, not shown, fuel supply system, and igni 
tion controller to start the engine, and transmits an ID 
collation request signal to the immobilizer unit 3.03. 

2) ID coincidence/noncoincidence signal 
When receiving an ID collation request signal from the 

engine control unit 305, the immobilizer unit 303 reads the 
ID number from the transponder 301 of the key 304 through 
the antenna unit 302, which is collated with that one as 
previously registered. In connection with a collation result, 
the immobilizer unit 303 transmits an ID coincidence signal 
or ID noncoincidence signal to the engine control unit 305. 
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When receiving an ID noncoincidence signal from the 

immobilizer unit 303, the engine control unit 305 stops 
immediately the fuel supply system and the ignition con 
troller as described above, stopping the engine. 
On the other hand, when receiving an ID coincidence 

signal, the engine control unit 305 confirms whether or not 
the immobilizer unit 303 itself is formal in accordance with 
the following procedure without immediately carrying out 
engine operation permission processing: 

3) Rolling code transmission request 
The engine control unit 305, which received an ID coin 

cidence signal from the immobilizer unit 303, requests 
transmission of a rolling code from the immobilizer unit 
303. This rolling code is set by the engine control unit 305 
upon previous engine stop, and is transmitted to the immo 
bilizer unit 303 for store in the memory 331. 

4) Transmission of rolling code 
The immobilizer unit 303, which received a rolling code 

transmission request from the engine control unit 305, 
transmits to the engine control unit 305 the rolling code 
received from the engine control unit 305 upon previous 
engine stop and stored in the memory 331. 
The engine control unit 305, which received the rolling 

code from the immobilizer unit 303, collates the rolling code 
with that one transmitted to the immobilizer unit 303 upon 
previous engine stop. If the two coincide, the engine control 
unit 305 determines that the immobilizer unit 303 itself is 
formal, and proceeds to engine operation permission pro 
cessing. On the other hand, if the two do not coincide, the 
engine control unit 305 determines that the immobilizer unit 
303 or the engine control unit 305 is replaced through a theft, 
and proceeds immediately to the above engine stop 
processing, and engine start prohibition processing. 

Therefore, a rolling code signal which the immobilizer 
unit 303 transmits to the engine control unit 305 constitutes 
substantially an engine operation permission signal, and is 
referred hereafter to as operation permission signal. 
The memory 353 of the engine control unit 305 is a 

nonvolatile memory such as EEPROM, and serves to store 
a rolling code, i.e. an engine operation permission signal, 
transmitted from the immobilizer unit 303. 

It is noted that the engine operation permission signal is 
a signal for permitting continuous operation of the engine 
which is in operation, and not a signal for permitting start of 
the engine which is at a standstill. 

It is also noted that the ID noncoincidence signal is a 
signal for stopping the engine which is in operation, and not 
a signal for prohibiting start of the engine which is at a 
standstill. A method of stopping engine operation is not 
limited to a method of stopping operation of the fuel supply 
system, and a method of stopping operation of ignition 
controller. 

It is also noted that engine start permission means that 
start of the engine which is at a standstill is permitted, and 
that engine start prohibition means that start of the engine 
which is at a standstill is prohibited. These engine start 
permission and prohibition are invalid for the engine which 
is already in operation. 

FIG. 15 is a flowchart showing an operation permission 
processing program of the engine control unit 305. Referring 
to FIG. 15, an operation permission processing of the engine 
control unit 305 will be described. 
When detecting through the switch 371 that an engine 

start operation is carried out by the key 304, the microcom 
puter 352 of the engine control unit 30S starts execution of 
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the program. At a step S210, ID number collation of the key 
304 used for start operation is requested of the immobilizer 
unit 303. At a subsequent step S212, it is determined whether 
or not an ID coincidence signal is received from the immo 
bilizer unit 303. If the ID coincidence signal is received, an 
operation permission processing after a step S214 is carried 
out. On the other hand, if an ID noncoincidence signal is 
received from the immobilizer unit 303, or no response is 
received therefrom, control proceeds to a step S224 where 
operation of the fuel supply system and the ignition con 
troller is stopped to stop the engine. 
When the ID coincidence signal is received from the 

immobilizer unit 303 with respect to an ID collation request, 
at the step S214, transmission of a rolling code is requested 
of the immobilizer unit 303 so as to confirm whether or not 
the immobilizer unit 303 and the engine control unit 305 are 
formal. The rolling code is a code transmitted to the immo 
bilizer unit 303 upon previous engine stop, and stored in the 
memory 331. At a step S216, it is determined whether or not 
a rolling code is received from the immobilizer unit 303. If 
the rolling code is received, control proceeds to a step S218, 
whereas if not, control proceeds to a step S224 to stop the 
engine. When receiving the rolling code, at the step S218, 
the rolling code as received is collated with that one stored 
in the memory 353 and transmitted to the immobilizer unit 
303 upon previous engine stop. If the two coincide, control 
proceeds to a step S220, whereas if not, control proceeds to 
the step S224 to stop the engine. At the step S220, due to the 
fact that the rolling code transmitted to the immobilizer unit 
303 upon previous engine stop coincides with that one 
currently transmitted from the immobilizer unit 303, it is 
determined that the immobilizer unit 303 and the engine 
control unit 305 are formal, storing as an operation permis 
sion signal the rolling code in the memory 353. At a 
subsequent step S222, continuous operation of the engine is 
permitted. 

FIG. 16 is a flowchart showing an engine stop processing 
program of the engine control unit 305. Referring to FIG. 16, 
an engine stop processing of the engine control unit 305 will 
be described. 
When detecting through the 372 that engine stop opera 

tion is carried our by the key 304, the microcomputer 352 of 
the engine control unit 305 starts execution of the program. 
At a step S260, update of the rolling code is requested of the 
immobilizer unit 303, and a new rolling code is transmitted 
and stored in the memory 353. A code read at random out of 
a plurality of codes stored in the memory 353 serves as a 
rolling code. 
The immobilizer unit 303 which receives a rolling code 

update request stores the new rolling code sequentially 
transmitted, which is returned to the engine control unit 305 
so as to notify completion of a rolling code update process 
Ing. 
At a step S262, the new rolling code returned from the 

immobilizer unit 303 is received, and collated with the 
rolling code transmitted previously for update. At a subse 
quent step S264, it is determined whether or not the two 
coincide. If the two coincide, control proceeds to a step 
S266, whereas if not, control proceeds to a step S268. When 
the rolling code transmitted for update coincides with the 
new one returned from the immobilizer unit 303, it is 
determined that update of the rolling code is completed in 
the immobilizer unit 303 and the engine control unit 305, 
and at the step S266, the new rolling code is stored as an 
operation permission signal in the memory 353. 
On the other hand, when the rolling code as transmitted 

does not coincide with the new one as returned, it is 
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determined that update of the rolling code is not completed, 
and at the step S268, a number of times Nof noncoincidence 
is incremented. At a subsequent step S270, it is determined 
whether or not the noncoincidence number N is equal to or 
greater than a predetermined number L. If N2L, control 
proceeds to a step S272 where an alarm is given, then, 
control comes to an end. On the other hand, if NCL, control 
returns to the step S260 to repeat the above engine stop 
processing. 

FIG. 17 is a flowchart showing an ID collation processing 
program of the immobilizer unit 303. Referring to FIG. 17. 
an ID collation processing will be described. 
When detecting through the switch 372 that the key 304 

is set to the engine start position ST or the engine operation 
position ON, the microcomputer 334 of the immobilizer unit 
303 starts execution of the program. 
At a step S230, it is determined whether or not an ID 

collation request is made out of the engine control unit 305. 
If an ID collation request is made, control proceeds to a step 
S232, whereas if not, control proceeds to a step S244. When 
an ID collation request is made, at the step S232, an ID 
number set in the transponder 301 of the key 304 is read 
through the antenna unit 302 as described above, and is 
collated with a registered number stored in the memory 331. 
At a subsequent step S234, it is determined whether or not 
the ID number of the key 304 which is being applied 
coincides with the registered number. If the ID number 
coincides with the registered number, control proceeds to a 
step S236, whereas if not, control proceeds to a step S238. 
When the key 304 which is being applied corresponds to 

the registered key, at the step S236, an ID coincidence signal 
is transmitted to the engine control unit 305. At a subsequent 
step S240, it is determined whether or not a rolling code 
transmission request is made from the engine control unit 
305. If a rolling code transmission request is made, control 
proceeds to a step S242, whereas if not, control proceeds to 
the step S244. When a rolling code transmission request is 
made, at the step S242, a rolling code received and stored 
upon previous engine stop is read out of the memory 331. 
and transmitted to the engine control unit 305. 
On the other hand, when a nonregistered key is being 

applied, at the step S338, an ID noncoincidence signal is 
transmitted to the engine control unit 305, then, control 
proceeds to the step S244. 
At the step S244, it is determined whether or not a rolling 

code update request is made from the engine control unit 
305. If a rolling code update request is made, control 
proceeds to a step S246, whereas if not, control returns to the 
step S230. When a rolling code update request is made, at 
the step S246, a new rolling code is received from the engine 
control unit 305, and stored in the memory 331. At a 
subsequent step S248, the new rolling code is returned to the 
engine control unit 305 so as to notify completion of a 
rolling code update processing. 

FIG. 18 is a flowchart showing a connector disconnection 
interrupt routine of the engine control unit 305. 
When the connector 306 of the engine control unit 305 is 

disconnected, the terminals A and B are opened as described 
above. Thus, the microcomputer 352 of the engine control 
unit 305 undergoes an interrupt, and executes the interrupt 
routine. That is, at a step S280, a flag Fis set which serves 
to store disconnection of the connector 380. 

FIG. 19 is a flowchart showing a connector connection 
interrupt routine of the engine control unit 305. 
When the connector 306 of the engine control unit 305 is 

connected to supply a power of the battery BAT to the engine 
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control unit 305, and the terminals A and B are short 
circuited by the jumper 361, the microcomputer 352 of the 
engine control unit 305 executes the interrupt routine. 
At a step S290, it is determined whether or not the 

connector disconnection flag F is set. If the flag F is set, 
control proceeds to a step S292, whereas if not, control 
comes to an end. When the flag F is set, the connector 306 
has been disconnected for some reason, so that at the step 
S292, the rolling code is erased if it is stored as an operation 
permission signal in the memory 353. At a subsequent step 
S294, the flag F is reset, then, control comes to an end. 
FIGS. 20-24 show a fifth embodiment of the present 

invention. Referring to FIG. 20, a portable equipment 401 is 
carried by an owner of the motor vehicle 402 with him at all 
times. The portable equipment 401 has a rectangular thin 
casing in which a circuit substrate is arranged having an 
electronic circuit for returning a proper code as previously 
fixedly stored to the motor vehicle 402 in response to 
receiving of a transmission request signal from the motor 
vehicle. In the fifth embodiment, radiocommunication 
between the portable equipment 401 and the motor vehicle 
402 is ensured through radio waves. The other communica 
tion mediums may be used such as ultrasonic waves, infra 
red rays, and laser beams. 
On the other hand, referring to FIG. 21, the motor vehicle 

402 includes a locking/unlocking and alarm control unit 404 
for carrying out collation of a proper code through a 
transmission/receiving antenna 403, and conducting setting/ 
resetting of the locking/unlocking and alerted state in 
response to at least a collation result. The locking/unlocking 
and alarm control unit 404 is accommodated, for example, 
inside a hood 405. A processing of radiocommunication 
ensured between the portable equipment 401 and the 
locking/unlocking and alarm control unit 404 will be 
described in detail later in accordance with a flowchart in 
F.G. 22. 
Moreover, the motor vehicle 402 includes a hood Switch 

406 for detecting the open and closed state of the hood 405. 
door switches 408 for detecting the open and closed state of 
doors 407, a trunk switch 410 for detecting the open and 
closed state of a trunk 409, and key cylinder tamper switches 
411 for detecting removal of key cylinders built in the doors 
7, by which various acts related to a car theft can be detected. 
In the fifth embodiment, also built in the door 7 is a lock 
switch, not shown, for detecting whether or not a door lock 
is set or released, by which the set and released state of the 
door lock can be detected. That is, as will be described later, 
the lock switch detects an act that the door lock is released 
by inserting a mechanical key into the key cylinder of the 
door 7. A processing of giving an alarm due to unfair 
opening of the door, etc. will be described in detail later in 
accordance with a flowchart in FIG. 23. 

Additionally, headlamps 412 of the motor vehicle 402 
serve to ensure a visual alarm action, whereas a warning 
horn 413 thereof serves to ensure an auditory alarm action. 
Door operation switches 14 mounted to the doors 7 serve to 
provide an opening/closing command to the doors 7 in case 
of wireless locking/unlocking thereof by the portable equip 
ment 401. This door opening/closing operation will be also 
described in detail later in accordance with the flowchart in 
FG. 22. 
FIG. 21 is a block diagram showing an example of a 

hardware construction of the anti-theft car protection sys 
tem. 

Referring to FIG. 21, a mechanical key 415 is carried by 
the owner of the motor vehicle 402 with him at all times, and 
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is used, as is well known, for start of the engine, openingf 
closing of the doors and trunk, etc. Built in the mechanical 
key 415 is a chip 415a having a proper code stored therein. 
The proper code can be read by high-frequency waves in the 
electromagnetic-induction way. As is known in various 
documents, a detail of the chip 415a is not described herein. 
A key cylinder 416 is arranged into which the mechanical 

key 415 is inserted to start the engine. An electromagnetic 
coil is built in the key cylinder 416 in the way to enclose the 
mechanical key 415 as inserted, and serves to read, through 
high-frequency waves passing therethrough, the proper code 
from the chip 415a of the mechanical key 415. 
An immobilizer unit 417 has as a fundamental function to 

conduct a processing of restrained start of the engine and 
stop thereof when it is unfairly started by a key switch as 
directly connected due to destruction of the key cylinder 
416. Specifically, the immobilizer unit 417 is controlled 
globally by a CPU comprising a microprocessor, and can 
ensure serial communication with the locking/unlocking and 
alarm control unit 404 and an engine control unit 418 which 
will be described later. 
The engine control unit 418 serves to carry out engine 

control operation in accordance with signals out of an engine 
sensor group 419 which is a general term of various sensors 
necessary to control of the engine, and to output, in response 
to an operation result, signals necessary to an engine actua 
tor group 420 which is a general term of various actuators 
necessary to control of the engine. The engine control unit 
418 is constructed fundamentally in the same way as in the 
conventional one except that serial communication can be 
made with the immobilizer unit 417. 
An engine start restraint processing carried out between 

the immobilizer unit 417 and the engine control unit 418 will 
be described in detail later in accordance with a flowchart in 
FG. 24. 
On the other hand, the locking/unlocking and alarm 

control unit 404 serves to carry out the above wireless 
locking/unlocking control, and it inputs signals from the 
switch group 406, 408, 410,411,414, and outputs signals to 
the actuator group 421 comprising a solenoid plunger. In 
response to alarm output from the locking/unlocking and 
alarm control unit 404, the headlamps 412 are turned on and 
off, or the warning horn 413 is driven discontinuously. It is 
noted that the headlamps 412 may be turned on 
continuously, or the warning horn 413 may be driven 
continuously. 

Referring to FIG. 22, a detailed description will be made 
with regard to a remote locking/unlocking control process 
ing carried out between the portable equipment 401 and the 
locking/unlocking and alarm control unit 404. 

In the locking/unlocking and alarm control unit 404 which 
constitutes a vehicle side equipment, at a step S301, the state 
of the door operation switch 414 is read at all times. 
At a step S302, it is determined whether or not the door 

407 is operated. If the door 407 is not operated, control 
returns to the step S301. On the other hand, if a driver gets 
out of the motor vehicle 402, and closes the door 407 to 
actuate the corresponding door operation switch 414, it is 
determined that the door 407 is operated, and control pro 
ceeds to a step S303. At the step S303, a transmission 
request signal is immediately transmitted to the portable 
equipment 401 by wireless through the transmission/ 
receiving antenna 403. At a subsequent step S304, it is 
determined whether or not a proper code D1 is returned 
from the portable equipment 401. If the proper code ID1 is 
not returned, control at the step S304 is repeatedly carried 
out. 
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On the other hand, in the portable equipment 401, at a step 
S313, it is always determined whether or not a transmission 
request signal is received from the vehicle side equipment. 
If no transmission request signal is received, control at the 
step S313 is repeatedly carried out, whereas if a transmission 
request signal is received, control proceeds to a step S314 
where the proper code ID1 is immediately transmitted to the 
vehicle side equipment by wireless. 
Then, in the vehicle side equipment, at the step S304, it 

is determined that the proper code ID1 is received, and 
control proceeds to a step S305 where the proper code D1 
of the portable equipment 401 is collated with that of the 
vehicle side equipment. 
At a subsequent step S306, it is determined whether or not 

the proper code ID1 of the portable equipment 401 is 
collated with that of the vehicle side equipment. If the two 
do not coincide, control comes to an end, carrying out no 
control with regard to locking/unlocking. Then, a vehicle 
side processing becomes in the state of waiting operation of 
the door operation switch 414. 
On the other hand, at the step S306, if it is determined that 

the proper code ID1 of the portable equipment 401 is 
collated with that of the vehicle side equipment, control 
proceeds to a step S307 where the state of the door lock is 
immediately read through the lock switch, not shown. At a 
subsequent step S308, it is determined whether the door lock 
is set or released. If the door lock is released, control 
proceeds to a step S309 where a locking processing is 
carried out to set the door lock by operation of the solenoid 
plunger built in the door 7. Then, at a step S310, an alarm 
flag is set to put the motor vehicle in the alerted state. 

In such a way, the door lock mounted to the door 407 can 
be set by simple operation of the door operation switch 414 
mounted to the door 407, which is made through a finger of 
the driver who is an owner of the portable equipment 401, 
for example. On the other hand, without the portable equip 
ment 401, the door operation switch 414 cannot be operated, 
never carrying out a locking or unlocking processing. 

Similar control is carried out in case that the owner of the 
motor vehicle 402 releases the door lock of the door 407 
when returning to a parking position. That is, subsequent to 
the step S306 for a proper code coincidence processing, it is 
determined at the step S308 that the door lock is set, so that 
control proceeds to a step S311 where a unlocking process 
ing is carried out. Then, at a step S312, an alarm flag is reset 
to release the door lock, also resetting the alerted state of the 
motor vehicle 402. 

Referring to FIG. 23, an alarm control processing of the 
locking/unlocking and alarm control unit 404 will be 
described in detail. 

According to this alarm control processing, at a step S401, 
the state of the alarm flag is read at all times, which is 
controlled at the steps S310 and S312 in the flowchart in 
FIG. 22. When the alarm flag is set, the motor vehicle 402 
is controlled in the alerted state, whereas when the alarm flag 
is reset, the motor vehicle 402 is controlled in the unalerted 
state. 
That is, at a step S402, it is determined that the alarm flag 

is reset, control comes to an end, carrying out no alarm 
action even with anomaly of mounting, etc. of the hood, 405. 
door 407, trunk 409, and key cylinder of the motor vehicle 
402. 
On the other hand, after reading the alarm flag at the step 

S401, if it is determined at the step S402 that the alarm flag 
is set, an alert processing is carried out thereafter for 
provision against a car theft. Specifically, in the alerted state, 
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the following control is repeatedly carried out: read of the 
state of the door switches 408 for detecting the open and 
closed state of the doors 407 at a step S403, read of the state 
of the hood switch 406 for detecting the open and closed 
state of the hood 405 at a step S405, read of the state of the 
trunk switch 410 for detecting the open and closed state of 
the trunk 409 at a step S407, read of the state of the lock 
switch, not shown, for detecting the locked and unlocked 
state of the door lock at a step S409, read of the state of the 
key cylinder tamper switches (key cylinder installation 
switches) 411 for detecting the installed state of the key 
cylinders built in the doors 407 at a step S411. 

In that state, when detecting any of opening of the door 
407 at a step S404, opening of the hood 405 at a step S406, 
opening of the trunk 409 at a step S408, unlocking of the 
door lock at a step S410, and removal of the key cylinder at 
a step S412, the alarm actions are started immediately at a 
step S413. 
As described above, with the alarm actions, the warning 

horn 413 is driven discontinuously to produce an alarm 
sound of considerable volume to those who are around the 
motor vehicle 402. At the same time, the headlamps 412 are 
repeatedly turned on and off to produce a visual alarm 
indication to those who are around the motor vehicle 402. 
Thus, the auditory and visual alarm actions enable those who 
are around the motor vehicle 402 to warn an occurrence of 
some anomaly thereof. Such alarm actions are continued by 
a timer during a sufficient period of time to allow those who 
are around the motor vehicle 402 to sense an occurrence of 
some anomaly thereof. That is, without a subsequent alarm 
stop processing, the alarm actions are continuously carried 
out during a considerable period of time regardless of a 
participant in opening of the door 407, etc. who may be a 
legal driver or a thief. 
Thus, in the fifth embodiment, control of steps 

S414-S417 is newly added for the driver who lost the 
portable equipment 401. Specifically, subsequently to start 
of the alarm actions at the step S413, at the step S414, a 
communication processing is carried out between the 
locking/unlocking and alarm control unit 404 and the immo 
bilizer unit 417 to receive a collation result of a proper code 
as will be described later. 
At the step S415, it is determined whether or not a proper 

code read from the chip 415a of the mechanical key 415 
coincides with that of the motor vehicle 402. If the two 
coincide, i.e. a key code is correct, an alarm stop processing 
at the step S416, and an alarm flag reset processing at the 
step S417 are carried out immediately, obtaining stop of the 
alarm actions, and immediate releasing of the alerted state of 
the motor vehicle 402. On the other hand, at the step S415. 
the proper code read from the key cylinder 416 does not 
coincide with that of the motor vehicle 402, or the proper 
code itself does not exist, the above alarm stop processing at 
the step S416 and alarm flag reset processing at the step 
S417 are skipped, resulting in continuation of the alarm 
actions during a predetermined period of time set by the 
timer. 

Referring to FIG. 24, a detailed description will be made 
with regard to operation of the immobilizer unit 417 related 
to an alarm stop processing at the step S416 and an alarm 
flag reset processing at the step S417 which feature the 
present invention. 

In the immobilizer unit 417. at a step S501, as soon as an 
ignition switch is turned on with the key cylinder 416, a 
proper code ID2 is read from the key cylinder 416. That is, 
as described above, the chip 415a having a proper code 
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stored therein is built in the mechanical key 415 applied in 
the fifth embodiment. When the mechanical key 415 is 
inserted into the key cylinder 416, and that a key switch 
constituting the key cylinder is turned to an ignition position, 
the immobilizer unit 417 is actuated to read the proper code 
D2 from the mechanical key 415. 
At a subsequent step S502, the proper code ID2 or key 

code as read is collated with that of the motor vehicle 402. 
The most common technique of a car theft is a forgery of the 
mechanical key 415 by copying only the shape thereof, and 
a destruction of the key cylinder 416 through the door 407 
opened by breaking a window glass thereof, the engine 
being started by directly connecting contacts of the switch 
built in the key cylinder 416. In case of a car theft employing 
such technique, due to nonexistence of the proper code D2, 
it is determined at the step S502 that a result of a collation 
processing of the proper code or key code ID2 is negative. 
At a subsequent step S503, serial communication is 

carried out between the immobilizer unit 417 and the engine 
control unit 418. 
On the other hand, in the engine control unit 418, at a step 

S505, communication is carried out with the immobilizer 
unit 417 to receive a collation result of the key code ID2. At 
a subsequent step S506, this collation result is recognized as 
an engine start permission code. 
Then, at a step S507, in accordance with the collation 

result of the key code ID2, it is determined whether or not 
engine start is permitted. That is, instead of determining that 
engine start is permitted only when the proper code D2 read 
from the mechanical key 415 coincides with that of the 
motor vehicle 402, it is determined that engine start is 
unpermitted when the two do not coincide. 
At the step S507, if it is determined that engine start is 

permitted, control proceeds to a step S508 where a normal 
engine operation processing is carried out wherein a normal 
engine control operation is carried out in accordance with 
various signals read from the engine sensor group 419 to 
output signals to the engine actuator group 420 comprising 
an injector, ensuring normal subsequent operation of the 
engine. On the other hand, at the step S507, if it is deter 
mined that engine startis unpermitted, control proceeds to a 
step S509 where an engine stop processing is carried out to 
stop signals to the engine actuator group 420 immediately, 
thus stopping the engine. 

In such a way, the immobilizer unit 417 is connected to 
the engine control unit 418 through a communication line, 
and it permits normal operation of the engine control unit 
418 only when coincidence of the proper codes is confirmed. 
From this point of view, it can be considered that the 
immobilizer unit 417 serves to restrain engine start. 
On the other hand, in the immobilizer unit 417, upon 

completion of the above engine start restraint processing, at 
a step S504, communication is carried out with the locking/ 
unlocking and alarm control unit 404 to transmit thereto the 
collation result of the key code ID2 obtained at the step 
S502. 

Returning to FIG. 23, in the locking/unlocking and alarm 
control unit 404, as described above, after execution of an 
alarm start processing at the step S413, communication is 
carried out with the immobilizer unit 417 at the step S414 to 
receive the collation result of the key code ID2. 

Then, as described above, at the step S415, if it is 
determined that the key code D2 is not correct, an alarm 
stop processing at the step S416 and an alarm flag reset 
processing at the step S417 are skipped. On the other hand, 
if it is determined that key code ID2 is correct, an alarm stop 
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processing and an alarm flag reset processing are executed 
immediately to stop the alarm actions, releasing the alerted 
state of the motor vehicle 402. 

In such a way, according to the fifth embodiment, refer 
ring to FIG. 22, a locking or unlocking processing (step 
S309 or S311) and an alarm flag set or reset processing (step 
S310 or S312) are generally carried out through radiocom 
munication between the portable equipment 401 and the 
locking/unlocking and alarm control unit 404. 

Moreover, when the alarm flag is set, i.e. the motor 
vehicle 402 is in the alerted state, referring to FIG. 23, in 
response to opening of the door 407, hood 405, and trunk 
409, unlocking of the door lock, and removal of the key 
cylinder, discontinuous sounding of the warning horn 413 
and turn-on/turn-off of the headlamps 412 are continuously 
carried out during a predetermined period of time. 

Such alarm actions are ensured even when the owner of 
the motor vehicle 402 who lost the portable equipment 401 
releases the door lock with the formal mechanical key 415. 
As a result, a car theft employing aforgery of the mechanical 
key 415 by copying only the shape thereof can surely be 
prevented. 
On the other hand, when the owner of the motor vehicle 

402 releases the door lock with the formal mechanical key 
415, then, inserts it into the key cylinder 416 to turn the 
ignition switch to the ignition position, the immobilizer unit 
417 reads the propel code ID2 which is collated with that of 
the motor vehicle 402 as shown in FIG. 24. Only when the 
two coincide, the engine control unit 418 is actuated 
normally, starting operation of the engine. Moreover, only 
when coincidence of the proper code D2 is confirmed in 
such a way, the locking/unlocking and alarm control unit 
404 carries out an alarm stop processing as shown in FIG. 
23 to stop immediately the alarm actions of turn-on/turn-off 
of the headlamps 412 and discontinuous sounding of the 
warning horn 413. 
As a result, when the owner of the motor vehicle 402 who 

lost the portable equipment 401 releases the door lock of the 
door 407 with the formal mechanical key 415, then, inserts 
it into the key cylinder 416 to start the engine, the alarm 
actions can be stopped immediately, releasing the alerted 
state of the motor vehicle 402. That is, even when the door 
407 is opened with the formal engine start key, the alarm 
actions are carried out. However, the alarm actions can be 
stopped as soon as engine start operation is carried out by 
inserting the mechanical key 415 into the key cylinder 416 
for start the engine. Thus, as long as the driver is an owner 
of the motor vehicle 402, and has the formal engine startkey, 
inconveniences can be avoided such as sounding of the 
warning horn 413 and turn-on/turn-off of the headlamps 412 
during along period of time. On the other hand, when engine 
start is tried by unfair means such as a shape forgery of the 
formal mechanical key 415, and a destruction of the key 
cylinder 416 through the door 407 opened by breaking a 
window glass thereof, not only engine start is impossible, 
but the alarm actions cannot be stopped. It will be thus 
understood that a car theft employing such unfair technique 
can surely be prevented in avoiding inconveniences such as 
sounding of the warning horn 413 and turn-on/turn-off of the 
headlamps 412 during a long period of time when a partici 
pant is an owner of the motor vehicle 402 who lost the 
portable equipment 401. 

Having described the present invention in connection with 
the preferred embodiments, it is noted that the present 
invention is not limited thereto, and various modifications 
and changes can be made without departing the spirit of the 
present invention. 
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By way of example, collation of the ID number is carried 
out by transmitting/receiving radio waves between the key 
and the vehicular antenna. Alternatively, collation of the ID 
number may be carried out by detecting a quantity of light 
passing through the key, or a quantity of current by elec 
tromagnetic coupling. 

Further, the ID number of the key is read out through 
radiocommunication. Alternatively, wire communication is 
applicable to read-out of the ID number wherein a circuit of 
the key is connected to a read-out circuit of the ignition key 
cylinder through a contact when inserting the key into the 
ignition key cylinder. Moreover, optical and magnetic com 
munication systems are applicable to read-out of the ID 
number. 
Furthermore, the present invention is applied to a motor 

vehicle having an engine as a power source, alternatively, it 
is applicable to a motor vehicle having a power source other 
than the engine such as an electric vehicle. In that case, it is 
recommended to provide a start prohibition command to a 
control unit of the starter motor when the registered key is 
not inserted into the ignition key cylinder, or that start 
operation is carried out repeatedly by a key other than the 
formal key. 

Further, the key cylinder serves as a means for reading the 
proper code of the mechanical key. Alternatively, a code 
reader for special purpose may be used. Moreover, the 
immobilizer unit is not indispensable when considering only 
stop of the warning horn with respect to a normal action 
made by the owner of the motor vehicle. 

Still further, the proper code used in locking/unlocking 
control of the door is different from that one used in the 
immobilizer unit, alternatively, the two may be the same 
code. It is preferable, however, to use two different codes in 
view of prevention of a car theft. 

Furthermore, locking/unlocking control and alarm control 
are carried out by the locking/unlocking and alarm control 
unit, alternatively, they may be ensured by two different 
units. 
What is claimed is: 
1. An anti-theft protection system for a motor vehicle 

having an engine and a key with a transponder comprising: 
means for receiving a code of the key transmitted from the 

transponder; 
means for controlling the engine; and 
means for transmitting an engine start permission signal 

to said engine controlling means when said code as 
received coincides with code a as registered; 

said engine controlling means including: 
means for detecting an anomaly of one of said code 

receiving means, said engine controlling means and 
said signal transmitting means; and 

means for allowing start of the engine without receiv 
ing said engine start permission signal if said 
anomaly is detected. 

2. An anti-theft protection system as claimed in claim 1, 
wherein 

said start allowing means are operative when said engine 
start permission signal is received and that a subsequent 
anomaly of said one is detected. 

3. An anti-theft protection system as claimed in claim 2, 
wherein said start allowing means are operative when said 
engine start permission signal is received and that a new 
engine start permission signal fails to be received. 

4. An anti-theft protection system as claimed in claim 3, 
wherein said start allowing means comprise: 
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means for setting a flag if said engine start permission 

signal is received when the key is operated to an 
ignition turn-on position 

said start allowing means being operative when said 
engine start permission signal fails to be received while 
said flag is set. 

5. An anti-theft protection system as claimed in claim 4. 
wherein said start allowing means comprise: 

means for resetting said flag if said anomaly fails to be 
detected when the key is operated to an ignition turn-off 
position. 

said start allowing means being operative only when said 
new engine start permission signal is received while 
said flag is reset. 

6. An anti-theft protection system as claimed in claim 5, 
wherein said flag is stored in a nonvolatile memory. 

7. An anti-theft protection system as claimed in claim 1, 
wherein said signal transmitting means comprise: 

means for determining whether said code as received 
coincides with said code as registered when the key is 
operated to an ignition turn-on position. 

8. An anti-theft protection system as claimed in claim 1, 
wherein said anomaly detecting means detect said anomaly 
when a code transmitted from said engine controlling means 
to said signal transmitting means fails to coincide with a 
code returned from said signal transmitting means to con 
trolling means. 

9. An anti-theft protection system as claimed in claim 8, 
wherein said engine controlling means transmit to said 
signal transmitting means a new code corresponding to said 
engine start permission signal when the key is operated to 
said ignition turn-off position. 

said signal transmitting means returning said new code to 
said engine controlling means. 

said anomaly detecting means determining whether said 
new code transmitted from said engine controlling 
means to said signal transmitting means coincides with 
a new code returned from said signal transmitting 
means to said engine controlling means, 

said anomaly detecting means detecting said anomaly 
when said new code transmitted from said engine 
controlling means to said signal transmitting means 
fails to coincide with said new code returned from said 
signal transmitting means to said engine controlling 
aS 

10. An anti-theft protection system as claimed in claim 1, 
wherein said engine controlling means comprise: 

means for determining whether a speed of the motor 
vehicle is greater than a predetermined speed; 

means for determining whether a start operation of the 
engine is made by a key over a predetermined number, 
and 

means for prohibiting start of the engine during a prede 
termined period of time, said start prohibiting means 
being operative when said speed is greater than said 
predetermined speed and that said start operation is 
carried out over said predetermined number. 

11. An anti-theft protection system as claimed in claim 10, 
wherein said engine controlling means comprise: 

means for stopping a collation of said code as received 
with said code as registered during said predetermined 
period of time, said collation stopping means being 
operative when said speed is greater than said prede 
termined speed and that said start operation is carried 
out over said predetermined number. 
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12. An anti-theft protection system as claimed in claim 11, 
wherein said engine controlling means comprise: 

means for determining whether a noncoincidence of said 
code as received with said code as registered occurs 
over a predetermined number, 

said collation stopping means being operative when said 
noncoincidence occurs over said predetermined 
number, 

said start prohibiting means being operative when said 
noncoincidence occurs over said predetermined num 
ber. 

13. An anti-theft protection system as claimed in claim 12, 
wherein said engine controlling means comprise: 

means for resetting a count number of start operation of 
the engine and that of noncoincidence of said code to 
zero, and reopening said collation of said code after a 
lapse of said predetermined period of time. 

14. An anti-theft protection system as claimed in claim 10. 
wherein said speed determining means include a speed 
detector. 

15. An anti-theft protection system as claimed in claim 10, 
wherein said start operation determining means include a 
switch. 

16. An anti-theft protection system as claimed in claim 1, 
wherein said engine controlling means comprise: 

means for storing and engine start permission signal in a 
nonvolatile way. 

17. An anti-theft protection system as claimed in claim 16. 
wherein said engine controlling means comprise: 

means for detecting a stop operation of the engine made 
by the key; and 

means for erasing said engine start permission signal as 
stored, said engine start permission signal erasing 
means being operative when said stop operation is 
detected. 

18. An anti-theft protection system as claimed in claim 17, 
further comprising: 

a connector arranged to connect a battery and said engine 
controlling means; and 

means for detecting whether said connector ensures a 
connection between said battery and said engine con 
trolling means. 

19. An anti-theft protection system as claimed in claim 18, 
wherein said connector detecting means include terminals 
and a microcomputer. 

20. An anti-theft protection system as claimed in claim 18, 
wherein said engine controlling means comprise: 

means for storing a disconnection flag when said connec 
tor fails to ensure said connection, 

said engine start permission signal erasing means being 
operative when said connector ensures said connection 
and that said disconnection flag is stored. 

21. An anti-theft protection system as claimed in claim 1, 
further comprising: 

means for putting the motor vehicle of one of a locked and 
alerted state and an unlocked and unalerted state at least 
on condition that said code as received coincides with 
said code as registered; 

means for ensuring, in said locked and alerted state, a 
predetermined alarm action even when the motor 
vehicle is unlocked with the key; and 

means for stopping said predetermined alarm action when 
said code as received coincides with said code as 
registered. 

22. An anti-theft protection system as claimed in claim 21, 
wherein said predetermined alarm action ensuring means 
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ensuring said predetermined alarm action when detecting 
one of opening of a door, a trunk and a hood, releasing of a 
lock, and removal of said key cylinder. 

23. An anti-theft protection system as claimed in claim 21, 
wherein said predetermined alarm action includes a visual 
alarm. 

24. An anti-theft protection system as claimed in claim 23, 
wherein said predetermined alarm action includes an audi 
tory alarm. 

25. An anti-theft protection system as claimed in claim 1, 
wherein said signal transmitting means include a key cyl 
inder. 

26. An anti-theft protection system as claimed in claim 1, 
wherein said code receiving means include a transmitter 
receiver. 

27. An anti-theft protection system as claimed in claim 1. 
wherein said signal transmitting means include an immobi 
lizer unit. 

28. A method of protecting a motor vehicle from a theft, 
the motor vehicle having an engine, a key with a 
transponder, a transmitter-receiver, an engine control unit 
and an immobilizer unit, the method comprising the steps of: 

receiving a code of the key transmitted from the tran 
sponder; 

transmitting an engine start permission signal to the 
engine control unit when said code as received coin 
cides with a code as registered; 

detecting an anomaly of one of the transmitter-receiver. 
the engine control unit and the immobilizer unit; and 

allowing start of the engine without receiving said engine 
start permission signal if said anomaly is detected. 

29. A method as claimed in claim 28, 
wherein said start allowing step is carried out when said 

engine start permission signal is received and that a 
subsequent anomaly of said one is detected. 

30. A method as claimed in claim 29, wherein said start 
allowing step is carried out when said engine start permis 
sion signalis received and that a new engine start permission 
signal fails to be received. 

31. A method as claimed in claim 29, wherein said 
anomaly detecting step is carried out to detect said anomaly 
when a code transmitted from the engine control unit to the 
immobilizer unit fails to coincide with a code returned from 
the immobilizer unit to the engine control unit. 

32. A method as claimed in claim 31 further comprising 
the steps of: 

transmitting from the engine control unit to the immobi 
lizer unit a new code corresponding to said engine start 
permission signal when the key is operated to said 
ignition turn-off position; 

returning said new code from the immobilizer unit to the 
engine control unit; 

determining whether said new code transmitted from the 
engine control unit to the immobilizer unit coincides 
with a new code returned from the immobilizer unit to 
the engine control unit; and 

detecting said anomaly when said new code transmitted 
from the engine control unit to the immobilizer unit 
fails to coincide with said new code returned from the 
immobilizer unit to the engine control unit. 

33. A method as claimed in claim 28, further comprising 
the step of: 

determining whether said code as received coincides with 
said code as registered when the key is operated to an 
ignition turn-on position. 
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34. A method as claimed in claim 33, further comprising 
the step of: 

setting a flag if said engine start permission signal is 
received when the key is operated to said ignition 
turn-on position. 

said start allowing step being carried out when said engine 
start permission signal fails to be received while said 
flag is set. 

35. A method as claimed in claim 34, further comprising 
the step of: 

resetting said flag if said anomaly fails to be detected 
when the key is operated to an ignition turn-off 
position, 

said start allowing step being carried out only when said 
new engine start permission signal is received while 
said flag is reset. 

36. A method as claimed in claim 35, wherein said flag is 
stored in a nonvolatile memory. 

37. A method as claimed in claim 28, further comprising 
the steps of: 

determining whether a speed of the motor vehicle is 
greater than a predetermined speed; 

determining whether a start operation of the engine is 
made by the key over a predetermined number; and 

prohibiting start of the engine during a predetermined 
period of time, said start prohibiting step being carried 
out when said speed is greater than said predetermined 
speed and that said start operation is carried out over 
said predetermined number. 

38. A method as claimed in claim 37, further comprising 
the steps of: 

stopping a collation of said code as received with said 
code as registered during said predetermined period of 
time, said collation stopping step being carried out 
when said speed is greater than said predetermined 
speed and that said start operation is carried out over 
said predetermined number. 

39. A method as claimed in claim 38, further comprising 
the step of: 

determining whether a noncoincidence of said code as 
received with said code as registered occurs over a 
predetermined number, 

said collation stopping step being carried out when said 
noncoincidence occurs over said predetermined num 
ber. 

40. A method as claimed in claim 39, further comprising 
the steps of: 

resetting a count number of start operation of the engine 
and that of noncoincidence of said code to zero; and 
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reopening said collation of said code after a lapse of said 

predetermined period of time. 
41. A method as claimed in claim 37, wherein said speed 

determining step is carried out with a speed detector. 
42. A method as claimed in claim 37, wherein said start 

operation determining step is carried out with a switch. 
43. A method as claimed in claim 28, further comprising 

the step of: 
storing said engine start permission signal in a nonvolatile 
way. 

44. A method as claimed in claim 43, further comprising 
the steps of: 

detecting a stop operation of the engine made by the key; 
and 

erasing said engine start permission signal as stored, said 
engine start permission signal erasing step being car 
ried out when said stop operation is detected. 

45. A method as claimed in claim 44, further comprising 
the steps of: 

detecting whether a connector ensures a connection 
between a battery and the engine control unit; and 

storing a disconnection flag when said connector fails to 
ensures said connection, 

said engine start permission signal erasing step being 
carried out when said connector ensures said connec 
tion and that said disconnection flag is stored. 

46. A method as claimed in claim 45, wherein said 
connector detecting step is carried out with terminals and a 
microcomputer. 

47. A method as claimed in claim 28, further comprising 
the steps of: 

putting the motor vehicle in one of a locked and alerted 
state and an unlocked and unalerted state at least on 
condition that said code as received coincides with said 
code as registered; 

ensuring, in said locked and alerted state, a predetermined 
alarm action even when the motor vehicle is unlocked 
with the key; and 

stopping said predetermined alarm action when said code 
as received coincides with said code as registered. 

48. A method as claimed in claim 47, wherein said 
predetermined alarm action ensuring step is carried out 
when detecting one of opening of a door, a trunk and a hood, 
releasing of a lock, and removal of a key cylinder. 

49. A method as claimed in claim 48, wherein said 
predetermined alarm action includes a visual alarm. 

50. A method as claimed in claim 49, wherein said 
predetermined alarm action includes an auditory alarm. 
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